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NAGTRI/NCJRL CONFER-

ENCE ON PROSECUTING A  

CYBER CASE SET FOR 

APRIL; NOMINATIONS OPEN 

 The National Association of Attorneys Gen-

eral Training and Research Institute (NAGTRI) and 

the National Center for Justice and the Rule of Law 

(NCJRL) at the University of Mississippi School of 

Law are hosting a training conference for state 

prosecutors on prosecuting a case involving a com-

puter-facilitated  crime.  The conference is sched-

uled for April 12-14 at the Law School, and atten-

dees will receive CLE credit.  There is no charge for 

prosecutors from Attorneys General offices to at-

tend, and travel scholarships are available.  

 The course is designed for prosecutors who 

want to hone their prosecution skills.  It will include 
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such topics as effective opening/closing statements,  

pre-trial motions, anticipating defenses, cross-

examination of experts and educating the judge and 

jury on technology issues.  Attendees will participate 

in class exercises based on the materials presented. 

 If you are handling cases involving digital evi-

dence, this is the training you should attend.  The 

deadline for submitting nominations to attend the 

training is March 11, and if your state is submitting 

more than one nomination form, please prioritize 

the applicants in the order they should be accepted. 

 A copy of the nomination form is attached.    

             

 

ATTORNEYS GENERAL 

FIGHTING CYBERCRIME 

MULTI-STATE 

 Fifteen Attorneys General reached an agree-

ment with Facebook resolving concerns over its 

terms and conditions for state and local government 

agencies using the Facebook web site.  A task force 

composed of these 15 members of the National As-

sociation of Attorneys General (NAAG) and the Na-

tional Association of State Chief Information Officers 

(NASCIO) worked on the modifications, and Face-

book agreed to: 1) strike the indemnity clause ex-

cept to the extent allowed by state law or constitu-

tion; 2) strike language requiring legal disputes be 

brought in California and under California law; 3) 

require public agencies to prominently include lan-

guage directing consumers to their official web sites; 

and 4) encourage amicable resolution of disputes 

between public entities and Facebook.  The modifi-

cations will immediately apply to state and local gov-

ernment agencies already on Facebook.  The States 

participating in the negotiations were: Alaska, Arkan-

sas, Colorado, Connecticut, Delaware, Idaho, Massa-

chusetts, Mississippi, North Dakota, Ohio, Okla-

homa, Oregon, South Carolina, Utah and Washing-

ton.            

Fifteen Attorneys General joined in submitting 

comments on the Federal Trade Commission (FTC) 

Privacy Report.  The report, “Protecting Consumer 

Privacy in an Era of Rapid Change:  A Proposed 

Framework for Businesses and Policymakers,” was 

issued in December 2010.  The States encouraged 

the FTC to adopt an approach to information secu-

rity that considers the size, scope and resources of 

businesses, and they highlighted state statutes and 

regulations that codify reasonable safeguards that 

entities must implement to protect consumer data.  

The States also stressed  the importance of protect-

ing consumers‟ medical and health information and 

encouraged the implementation of strong mecha-

nisms requiring consumer consent if location-based 

data is collected.  The States also echoed the FTC‟s 

commitment to protecting children and teenagers 

online and highlighted the protections for underage 

users in State agreements with social networking 

sites.  They also advocated preserving State en-

forcement authority of consumer privacy.  The 

States signing on to the comments were: Arizona, 

Illinois, Indiana, Iowa, Massachusetts, Montana, Ne-

vada, New Mexico, New York, North Dakota, Rhode 

Island, Tennessee, Vermont, Virginia and Washing-

ton.     

 

CALIFORNIA 

 Attorney General Kamala Harris‟ Office 

prosecuted George Bronk, who pleaded guilty to 

seven felony charges, including computer intrusion, 

false impersonation and possession of child pornog-

raphy, for hacking hundreds of women‟s email ac-

counts in 17 states and in Great Britain.  Bronk tar-

geted his victims by scanning Facebook for women 

who posted their email addresses.  He then con-

tacted the women‟s email provider, pretending he 

was the legitimate user, and claimed to have forgot-

ten the password.  Bronk was able to correctly an-

swer security questions by finding the answers on 

victims‟ Facebook pages.  Once he gained access, 
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he changed the password, locking the victim out, 

and searched for nude photos and videos, which he 

often sent to the victim‟s address book.  Joining At-

torney General Harris‟ agents in the investigation 

were the California Highway Patrol, the Connecticut 

State Police and the Sacramento Hi-Tech Crimes 

Task Force.  Bronk faces six years in prison and will 

have to register as a sex offender.        

 

CONNECTICUT 

 Attorney General George Jepson wrote a let-

ter to Facebook, asking the company for information 

about the number of complaints it had received in 

the last 18 months about fraudulent or hacked ac-

counts, its policies and procedures for responding to 

complaints, the length of time it took them to do so 

and whether it had any safeguards in place to de-

tect or disable fake or hacked accounts.  The letter 

was in response to a complaint from a state legisla-

tor that her identity was misused in a scam that so-

licited her friends for money.  Assistant Attorney 

General Matthew Fitzsimmons and Special Counsel 

Robert Clark are handling the case.        

 

DELAWARE 

 Attorney General Joseph Biden, Jr.‟s Child 

Predator Task Force arrested Daniel Brauer, who 

was charged with 29 counts of using a computer to 

unlawfully depict a child engaged in a prohibited sex 

act.  The arrest resulted from an online undercover 

investigation by the Task Force, which was joined by 

the State Police in executing a search warrant on 

Brauer‟s residence.  Officers seized three laptops 

and other digital media, and an initial forensic re-

view revealed multiple video files of child pornogra-

phy.   

 

 

 

FLORIDA 

 Attorney General Pam Bondi reached an 

agreement with online marketer XM Brands, d/b/a 

XM LABS, LLC, settling allegations of deceptive mar-

keting practices.   Attorney General Bondi‟s Econom-

ics Crimes Division investigated XM, which sells non-

prescription products over the Internet, after con-

sumers complained that they received and were 

billed for products they didn‟t order.  The investiga-

tion revealed that acceptance of XM‟s trial offer trig-

gered a negative option agreement which imposed 

automatic monthly shipments and recurring costs.  

Under the settlement, refunds will be made to con-

sumers who were enrolled in the trial offer, and the 

company will pay approximately $51,000 to Attorney 

General Bondi‟s Office for attorneys‟ fees and costs 

and for future investigation and enforcement.  XM 

also agreed to advertise its terms and conditions 

more clearly and to ensure that consumers agree to 

automatic shipments before enrolling in such pro-

grams.        

ILLINOIS 

 Attorney General Lisa Madigan‟s Office 

joined the State Board of Education and the Lieuten-

ant Governor‟s Office to launch the second state-

wide Youth Digital Safety Contest to raise awareness 

about making safe choices through digital communi-

cations.  The contest, open to students in grades 

kindergarten through 12th, encourages students to 

create a poster or electronic message addressing 

this year‟s theme on “Digital Citizenship.”  Winners 

will be honored at a state Board of Education meet-

ing and at an award ceremony at the Governor‟s 

Mansion.         

 

KANSAS 

 Attorney General Derek Schmidt testified  

before the state legislature in support of his four 

legislative proposals aimed at strengthening the 

state‟s efforts against child exploitation.  Attorney 
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General Schmidt testified about SB 73, which would 

curb the reproduction of pornographic images of 

children during prosecution; SB 74, which would al-

low the state to seek a court order to seize the as-

sets of those who commit certain crimes against 

children; HB 2196, which would reduce the number 

of times child victims must testify about the crime; 

and HB 2322, which would make the state‟s sex of-

fender registry substantially compliant with the 

Adam Walsh Act.    

 

KENTUCKY 

 Attorney General Jack Conway‟s Cybercrimes 

Unit investigators arrested Dale Chisnea Sr., a re-

tired second grade teacher from Florida, as he pre-

pared to meet a juvenile for sexual relations.  The 

arrest resulted from an undercover investigation and 

sting operation, with the Florida Department of Law 

Enforcement participating in the investigation.  Chis-

nea is charged with four counts of unlawful use of 

electronic means to solicit a minor for prohibited 

activity, a Class D felony.    

 

MASSACHUSETTS 

 Attorney General Martha Coakley announced 

that State Police assigned to her office arrested 

Jose Guzman on charges of Possession and Dis-

semination of Child Pornography.  A search warrant 

was executed on Guzman‟s residence, and numer-

ous videos and images of alleged child pornography 

were found.  The case is being prosecuted by Assis-

tant Attorney General Anne Yas.      

 

 

MISSISSIPPI 

 Attorney General Jim Hood‟s Cyber Crime 

Unit investigators arrested Matt Reed, who is 

charged with one count of Possession of Child Por-

nography.  If convicted, Reed faces five to 40 years 

in prison.    

 

NEW JERSEY 

 Attorney General Paula Dow joined Criminal 

Justice Director Stephen Taylor to announce that 

Ross Finesmith, a pediatric neurologist, was sen-

tenced to three years of probation for possession of 

child pornography.  Finesmith pleaded guilty to one 

count of fourth-degree possession of child pornogra-

phy.  As a requirement of the plea agreement, he is 

permanently barred from practicing medicine in any 

state.  He must undergo a psychological evaluation 

and complete any recommended course of treat-

ment at his own expense.  He is barred from having 

unsupervised contact with children less than 18 

years of age and is prohibited from visiting social 

networking sites  or using peer-to-peer file sharing 

software.  Deputy Attorney General Kenneth Sharpe 

of the Division of Criminal Justice Computer Analysis 

and Technology Unit represented the State at the 

sentencing.  He handled the case with Deputy Attor-

ney General Lee Schaer and Sergeant John Gorman 

of the State Police.           

 

NEW MEXICO 

 Attorney General Gary King‟s Prosecutions 

Division reported that Keith Henderson was sen-

tenced to three years in prison, followed by five 

years‟ probation,  on multiple counts of possession 

and distribution of child pornography.  The convic-

tion was based on an investigation  by Attorney Gen-

eral King‟s Internet Crimes Against Children Task 

Force, which also executed a search warrant at Hen-

derson‟s home and found almost 4,000 sexual child 

abuse images.  Henderson will also have to register 

as a sex offender and have no unsupervised contact 

with anyone under the age of 18 years while on pro-

bation.  During probation, he will also have no ac-

cess to computers and will have to submit to fre-
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quent searches of his home.    

 

OREGON 

 Attorney General John Kroger announced 

that Neil McKinney, former school bus driver, was 

sentenced to 84 months in prison after pleading 

guilty to five counts of Encouraging Child Sexual 

Abuse in the First Degree.  McKinney was arrested 

on a search warrant served by Attorney General 

Kroger‟s Internet Crimes Against Children (ICAC) 

Task Force special agents and the Clackamas 

County Sheriff‟s Office.  Task Force Special Agent 

Page McBeth handled the investigation, and Senior 

Assistant Attorney General Michael Slauson and 

Clackamas County Deputy District Attorney Russell 

Amos prosecuted the case.     

 

PENNSYLVANIA 

 Acting Attorney General Bill Ryan‟s  Child 

Predator Unit agents, assisted by the State Police, 

arrested Douglas Sversko, a state trooper, for alleg-

edly using a computer webcam to send a nude and 

sexually explicit video to a person he thought was a 

13-year-old girl, but was actually a Unit undercover 

agent.  Agents also executed a search warrant at 

Sversko‟s home, seizing three computers, a webcam 

and various data storage devices, all of which will be 

analyzed by Acting Attorney General Ryan‟s Com-

puter Forensics Unit.  Sversko is charged with nine 

counts of unlawful contact with a minor and one 

count of criminal use of a computer, both third-

degree felonies punishable by up to seven years in 

prison and $15,000 fines.  The case will be prose-

cuted by Deputy Attorney General Christopher Jones 

of the Unit.         

 

 

 

TENNESSEE 

 Attorney General Bob Cooper and the Divi-

sion of Consumer Affairs reached an agreement with 

Charlene Carter, d/b/a Carter‟s Paralegal Service, 

who allegedly provided legal services without a li-

cense through advertisements on craigslist.  The 

State‟s lawsuit alleged violations of its Consumer 

Protection Act, Unauthorized Practice and Improper 

Conduct statutes.  Under the agreement, Carter, who 

is not a licensed attorney, agreed to stop the illegal 

activity as well as pay restitution to consumers who 

paid for legal services.  She must also pay $3,000 to 

the State for fees and costs.    

 

TEXAS 

 Attorney General Greg Abbott joined State 

Senator Kirk Watson to announce the filing of SB 

407, a bill aimed at curbing sexting.  The bill would 

classify a sexting offense as a Class C misdemeanor 

for first time violators who are less than 18 years of 

age.  Judges would be authorized to sentence mi-

nors to participate with a parent in an education pro-

gram about sexting‟s long term consequences.  It 

would also allow teens to apply to the court to have 

the sexting offense expunged from their records.             

 

VIRGINIA 

 Attorney General Ken Cuccinelli announced 

that Jason Hise pled guilty to two counts of posses-

sion of child pornography and was sentenced to two 

years imprisonment.  The case was investigated by 

Immigration and Customs Enforcement (ICE) agents, 

who also executed a search warrant on Hise‟s resi-

dence.  A subsequent forensic examination of Hise‟s 

computer revealed dozens of images and videos of 

child pornography.  Assistant Attorney General 

Tommy Johnstone of Attorney General Cuccinelli‟s 

Computer Crime Section prosecuted the case with 

cooperation from the Colonial Heights Common-
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wealth‟s Attorney‟s Office.      

 

WISCONSIN 

 Attorney General J.B. Van Hollen‟s Division of 

Criminal Investigation (DCI) special agents charged 

Michael Anderson with 21 counts of Possession of 

Child Pornography.  The agents were joined by the 

Madison Police Department in executing a search 

warrant on Anderson‟s residence, seizing three lap-

tops, one desktop, three hard drives and numerous 

computer media.  A review of the computer media 

revealed child pornography.      

   

IN THE COURTS 
 

SEARCH AND SEIZURE:  STORED 

EMAILS  

U.S. v. Warshak, 2010 U.S. App. LEXIS 25415 

(6th Cir. December 14, 2010).  The Sixth Circuit 

Court of Appeals held that a search warrant is re-

quired before the government can search and seize 

emails stored by an ISP.  The government directed 

NuVox, an ISP, to preserve all of Steven Warshak‟s 

future emails without a warrant for probable cause 

and without Warshak‟s knowledge.  Months later, 

the government subpoenaed NuVox under the 

Stored Communications Act (SCA) to obtain the 

emails, which by then totaled 27,740 emails.  War-

shak, his mother Harriet and their company were 

charged and convicted of mail, wire and bank fraud; 

defrauding consumers; and money laundering re-

lated to their herbal supplement business in the U.S. 

District Court for the Southern District of Ohio.   Ste-

ven was sentenced to 25 years in prison; Harriet to 

24 months in prison; and both were jointly and sev-

erally liable for forfeiture judgments in excess of 

$24 million. On appeal, the Sixth Circuit found that 

Warshak had a reasonable expectation of privacy in 

his emails, so the government violated his Fourth 

Amendment rights by compelling the ISP to turn 

them over without a warrant based on probable 

cause.  However, the court found that the exclusion-

ary rule did not apply because the agents relied in 

good faith on provisions of the SCA.  Further, the 

evidence was sufficient, and the court affirmed, Ste-

ven‟s convictions.  Harriet‟s convictions for fraud 

were affirmed but her conviction for money launder-

ing was reversed.  Both sentences were vacated and 

remanded.        

 

SEARCH INCIDENT TO ARREST:   

CELL PHONES         
Hawkins v. State, 2010 Ga. App. LEXIS 1131 

(December 1, 2010).  The Georgia Court of Appeals 

held that an officer was authorized to conduct a 

search of a vehicle incident to arrest for text mes-

sages in any place in the vehicle where they might 

reasonably be found.  A mother contacted a law en-

forcement officer and told him that text messages 

about narcotics were being sent to her son‟s cell 

phone, which she gave to the officer.  The officer 

received a text message on that phone from Haley 

Hawkins, who believed she was communicating with 

the son.  They exchanged messages, resulting in 

Hawkins agreeing to buy pills from the officer, and 

they arranged a meeting at a restaurant.  When 

Hawkins pulled up to the restaurant in her car, she 

(Hawkins) texted the officer that she had arrived, 

and he arrested her.  She consented and he then 

searched her car, found the cell phone inside her 

purse and downloaded and printed the text mes-

sages.  Hawkins was indicted on attempted violation 

of the state Controlled Substances Act, and filed a 

motion to suppress the text messages obtained 

from her cell phone, arguing it was a violation of her 

Fourth Amendment rights.  The trial court denied the 

motion, and she appealed.  The appeals court rea-

soned that when a search for electronic data that 

could reasonably be stored in a cell phone is author-

ized, the cell phone is analogous to an electronic 

“container” that can be opened and searched for 

data.  The court affirmed the trial court‟s denial of 

the suppress motion.     
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And see the same result… 

 

The People v. Diaz, 2011 Cal. LEXIS 1 (January 

3, 2011).  The California Supreme Court affirmed a 

lower court ruling holding that the search of defen-

dant‟s cell phone 90 minutes after arrest was valid 

under the Fourth Amendment as being incident to 

arrest.  Approximately 90 minutes after Gregory 

Diaz‟ arrest, police conducted a warrantless search 

of the text message folder of a cell phone they took 

from him.  Diaz moved to suppress the fruits of the 

cell phone search, but his motion was denied, after 

which Diaz pleaded guilty to transportation of a con-

trolled substance.  On appeal, the appellate court 

affirmed the conviction, concluding that the cell 

phone was immediately associated with Diaz‟ per-

son at the time of his arrest and therefore a delayed 

warrantless search was valid.  On petition for re-

view, the Supreme Court affirmed.  It found that like 

an article of clothing, the cell phone was an item of 

personal property on Diaz‟ person at the time of the 

arrest, so police were entitled to inspect its contents 

without a warrant. 

Ed. Note:  Dane Gillette, Chief Assistant Attorney 

General; Pamela Hamanaka, Assistant Attorney General; 

Donald DeNicola, Deputy State Solicitor General; and 

Lawrence Daniels, Paul Roadarmel, Jr. and Victoria Wil-

son, Deputy Attorneys General, all of the California De-

partment of Justice, represented the State.      

 

SEARCH AND SEIZURE:  WAR-

RANTLESS PLACEMENT OF GPS DEVICE   
State v. Holden, 2010 Del. Super. LEXIS 493 

(December 14, 2010).  A Superior Court in Delaware 

concluded that the warrantless placement of a GPS 

device to track a suspect, absent exigent circum-

stances, constituted an unlawful search.  Michael 

Holden moved to suppress evidence seized during a 

traffic stop that resulted from a GPS device law en-

forcement officers had placed in Holden‟s car with-

out his consent and without a warrant.  The State 

argued that Holden‟s vehicle was lawfully stopped 

pursuant to probable cause developed during the 

investigation, and that a warrant for the GPS track-

ing was unnecessary because citizens do not have a 

legitimate expectation of privacy when traveling on 

public roads.  The court disagreed, finding that while 

individuals have a diminished expectation of privacy 

in their vehicles, prolonged GPS surveillance pro-

vides more information than one reasonably expects 

to expose to the public.  The motion to suppress was 

granted. 

Ed. Note:  Brian Robertson, Deputy Attorney General 

in the Delaware Department of Justice, represented the 

State.          

 

CHILD PORNOGRAPHY IN CACHE:  IN-

SUFFICENT EVIDENCE 
US v. Dobbs, 2011 U.S. App. LEXIS 142 (10th Cir. 

January 5, 2011).  The 10th Circuit Court of Appeals 

found there was insufficient evidence to establish 

that defendant knowingly received or attempted to 

receive child pornography.  U.S. postal inspectors 

seized Terry Dobbs‟ computer pursuant to a search 

warrant in a fraud investigation.  A forensic special-

ist found more than 150 images of child pornogra-

phy in the hard drive‟s cache.  Dobbs was indicted 

for receiving and attempting to receive child pornog-

raphy.  At trial in the U.S. District Court for the North-

ern District of Oklahoma, the government‟s case re-

lied principally on the forensic specialist‟s testimony 

that the computer activity suggested someone who 

was “methodically seeking out child pornography.”  

Dobbs was convicted and sentenced to 132 months‟ 

imprisonment and nine years of supervised release.  

On appeal, he challenged the sufficiency of the evi-

dence.  The appeals court found no evidence that 

Dobbs even saw the images, much less had control 

over them.  While a jury could have found that 

Dobbs received the images, it could not have found 

that he did so knowingly.  The district court‟s judg-

ment was reversed, and the case remanded with 

instructions to vacate Dobbs‟ conviction and sen-

tence.        
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SEARCH AND SEIZURE:  RANDOM 

SEARCH OF CHECKED BAGGAGE   

Higerd v. State of Florida, 2010 Fla. App. LEXIS 

19933 (December 21, 2010).  In a case of first im-

pression in the State, the Florida First District Court 

of Appeals upheld a lower court‟s decision finding 

that the search of checked airline luggage was valid.  

James Higerd checked a suitcase at Pensacola Re-

gional Airport and proceeded to the gate.  Unbe-

known to him, the Transportation Safety Administra-

tion (TSA) preselects a random number of bags to 

search for firearms or explosives.  Higerd‟s bag was 

selected and searched, and a TSA agent found an 

accordion type folder containing 10 photographs of 

child pornography.  Higerd pled nolo contendre to 

194 counts of possession of child pornography, re-

serving his right to appeal the trial court‟s denial of 

his two motions to suppress.  The appeals court 

found that the TSA agent‟s conduct was based on 

TSA protocol and that the agent was not engaged in 

law enforcement objectives when the child pornogra-

phy was discovered.  According to the court, the 

mere fact that a screening procedure revealed con-

traband other than firearms or weapons did not ren-

der it unreasonable, and the trial court‟s decision to 

deny suppression of the evidence was appropriate 

under the good faith exception to the warrant re-

quirement.  The lower court judgment was affirmed.       

 

HACKING:  KNOWING ACCESS  

Muhammed v. State of Texas,  2011 Tex. App. 

132 (January 11, 2011).  A Texas Court of Appeals 

found ample evidence that defendant knowingly ac-

cessed a computer system without the effective con-

sent of the owner.  Sabina Muhammed, a University 

of Houston student, was convicted in trial court of 

accessing the email  accounts of another student 

under Texas Penal Code § 33.02(a). She was sen-

tenced to 180 days in the county jail followed by two 

years‟ probation.  Muhammed moved for a new trial, 

which was denied, so she appealed, arguing that the 

State had not proved beyond a reasonable doubt 

there was no effective consent of the owner.  The 

appeals court noted that at trial the student whose 

account was accessed testified  that he had never 

granted access to his account; that there was testi-

mony by other students whose accounts had been 

hacked; and that there was testimony from the po-

lice that they had traced the unauthorized access to 

Muhammed.  The court found a rational trier of fact 

could have found that Muhammed unlawfully ac-

cessed the account knowing she did not have con-

sent to do so.  The conviction was upheld.      

 

HACKING:  VALUATION OF DATA STO-

LEN 

U.S. v. Batti, 2011 U.S. App. LEXIS 674 (6th Cir. 

January 14, 2011).  The Sixth Circuit Court of Ap-

peals found that the government had sufficiently 

proved that the value of the data stolen exceeded 

$5,000 under the Computer Fraud and Abuse Act 

(CFAA).  Luay Batti accessed and copied confidential 

computer files, including video footage, belonging to 

his employer‟s CEO.  He was convicted in a bench 

trial at the U.S. District Court for the Eastern District 

of Michigan of improperly accessing information 

from a protected computer under the Act.  The dis-

trict court also found that the government had 

proved that the value of the information stolen ex-

ceeded $5,000, providing for a felony conviction 

under the CFAA, and ordered Batti to pay $47,565 

in restitution.  Batti appealed the valuation of the 

information and the resulting order of restitution.  

Batti argued that he did not damage the information 

and also that there was no “market value” to the 

information so the court could not assess a value.  

The 6th Circuit rejected Batti‟s arguments, noting 

that there was no requirement under the CFAA that 

a loss be sustained.  It further found that although 

there was no readily ascertainable market value for 

the information, the district court‟s use of the pro-

duction cost of the video footage Batti obtained, 

based on the definition established for stolen prop-

erty cases, was a reasonable method to determine 
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the value.  Further, the court found that restitution 

was properly calculated using reimbursement to 

Batti‟s employer for the hiring of a computer secu-

rity firm and legal counsel.  The judgment was af-

firmed.     

 

ATTORNEY-CLIENT PRIVILEGE:  COM-

PUTER USAGE POLICY 

Holmes v. Petrovich Development Co., LLC,  

2011 Cal. App. LEXIS 33 (January 13, 2011).  A Cali-

fornia Court of Appeals found no merit in plaintiff‟s 

claim of attorney-client privilege in her emails, given 

that she was aware of company policy that the 

emails were not private and were accessible by the 

company.  Gina Holmes contemplated filing an em-

ployment discrimination case against Petrovich De-

velopment Co., her employer, and exchanged sev-

eral emails to her attorney about such a suit from 

her company email account. After she filed suit, Pet-

rovich tried to introduce those emails into evidence 

during the litigation.  It should be noted that when 

Holmes was first hired, she read and signed Pet-

rovich‟s computer policy which stated that she had 

no right to privacy in emails on her company ac-

count and that the company was entitled to monitor 

her account. Holmes challenged the admissibility of 

the emails, but the trial court found that she had 

waived the attorney-client privilege and admitted 

them. Petrovich moved for summary judgment on 

the discrimination claims, and a jury found for Pet-

rovich on the claims for violation of the right to pri-

vacy.  Holmes appealed, but the appellate court 

agreed with the trial court‟s ruling.  It found that Pet-

rovich‟s computer policy made clear that Holmes 

had no legitimate reason to believe that communi-

cations from her company account were private, and 

thus she waived the privilege.        

 

ONLINE SOLICITATION: AUTHENTICA-

TION OF EMAILS 

Commonwealth v. Amaral, 2011 Mass. App. 

LEXIS 107 (January 26, 2011).  The Massachusetts 

Appeals Court found the Commonwealth‟s evidence 

sufficient to tie the defendant to an undercover offi-

cer posing as an underage prostitute. A state 

trooper, posing as a 15-year-old prostitute, commu-

nicated with a person who e-mailed his phone num-

ber and picture  and said he was looking for oral 

sex.  Jeremy Amaral was arrested when he arrived  

at a prearranged location and was charged and later 

convicted of solicitation of a prostitute and at-

tempted rape of a child.  He appealed, arguing that 

the Commonwealth‟s documentary evidence was 

insufficient.  That evidence consisted of 1) a printed 

copy of an electronic document provided by an ISP 

linking Amaral to the account to which the trooper 

communicated, and 2) email correspondence alleg-

edly between Amaral and the trooper.  The appeals 

court found that Amaral‟s actions in answering the 

phone number given in the emails and going to the 

predetermined meeting place authenticated the 

emails and confirmed that he was the author of 

those emails.  The trial court‟s judgment was af-

firmed.               

 

NEWS YOU CAN USE 
 

HALF OF U.S. RESIDENTS LACK MINI-

MUM BROADBAND SPEED 
 According to a report by the Communications 

Workers of America (CWA), 49 percent of U.S. resi-

dents do not meet the Federal Communication Com-

mission‟s (FCC‟s) minimum broadband standard of 

four megabits per second (mbps) download and one 

mbps upload.  CWA‟s annual Speed Matters report 

indicates that between 2008 and 2010, the median 

download speed in the U.S. increased by only 0.5 

mbps from 2.5 mbps in 2009 to 3.0 mbps in 2010. 

The Speed Matters project measures the speed of a 

user‟s Internet connection.  This year‟s report is 

based on aggregated data from more than 375,000 

Internet users who took the project‟s online test.  

The report found that northeastern states led in 

speed this year, and the five fastest states were:  
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Delaware (13.4 mbps); Massachusetts (9.3 mbps); 

New Jersey (8.6 mbps); Maryland (7.6 mbps); and 

New York (7.5 mbps).  Among the slowest states 

listed in the report were:  Montana (1.2 mbps), Wyo-

ming (1.5 mbps), Arkansas (2.3 mbps), and Missis-

sippi (2.4 mbps).  The report, as well as a copy of 

the online test and the full list of 2010 state rank-

i n g s ,  c a n  b e  a c c e s s e d  a t  h t t p : / /

www.speedmatters.org. 

 

TASK FORCE CALLS FOR ONLINE  

PRIVACY BILL OF RIGHTS 

 The U.S. Commerce Department‟s Internet 

Policy Task Force released a report calling for a 

“Privacy Bill of Rights‟ “for online consumers and the 

creation of a Privacy Policy office within the depart-

ment that would work to strengthen U.S. privacy poli-

cies and coordinate initiatives with other countries.  

The proposed Bill of Rights would increase transpar-

ency on how user information is collected online, 

place limits on the use of consumer data by compa-

nies and promote the use of audits and other forms 

of enforcement to increase accountability.  The re-

port made little comment about a “do not track” op-

tion, but did recommend voluntary codes of conduct 

that would address emerging technologies, The re-

port proposed that those codes of conduct be cre-

ated by technology companies and be approved by 

the Federal Trade Commission.  The report may be 

a c c e s s e d  a t  h t t p : / / w w w . n t i a . d o c . g o v /

internetpolicytaskforce/.      

 

STUDY:  BUSINESSES OVERLOOK 

CLOUD COMPUTING, VIRTUALIZATION 

 Symantec released a study which concludes 

that many organizations forget virtualized and cloud 

computing environments when they plan for disaster 

recovery.  Symantec researchers found that 44 per-

cent of enterprise data stored on virtualized systems 

is rarely backed up, and 60 percent of virtualized 

servers are not included in corporate disaster plans, 

up from 45 percent in 2009.  The study also found 

that only 20 percent of the companies surveyed use 

replication or fallover technologies to safeguard vir-

tualized environments.  As to cloud computing, sur-

vey respondents said that one-half of their critical 

applications run in the cloud, despite the fact that 

60 percent reported having security concerns.  Addi-

tionally, 55 percent of respondents said that con-

trolling fallovers and ensuring high levels of avail-

ability continue to be cloud computing challenges.  

The study also found that although respondents 

said they typically expect to be back up and running 

two hours after an outage, the average downtime 

over the past year was five hours.  The study may be 

accessed at http://www.symantec.com/content/en/

us/about/media/pdfs/Symc_Survey_SAMGDisaster 

Recovery_Globe_2010.pdf?om_ext_cid=biz_socmed 

_twitter_facebook_marketwire_linkedin_2010Nov_

worldwide_drsurvey. 

 

STUDY:  COMPLIANCE IS NO. 1 EN-

CRYPTION MOTIVATOR 

 A joint study by the Ponemon Institute and 

Symantec reported that 69 percent of survey re-

spondents cited compliance as the primary reason 

for adopting encryption, up five percent over 2009.  

Last year the primary reason for encryption was miti-

gating data breaches, which was cited by 63 percent 

of respondents.  Nearly 75 percent of those sur-

veyed reported that data protection was a very im-

portant part of their risk management program, an 

increase of 12 percent.  Approximately 85 percent 

of the surveyed organizations have either fully im-

plemented or are in the process of implementing 

encryption technology.  The most prevalent imple-

mentation is server encryption, followed by whole 

disk encryption.  In addition, 66 percent of organiza-

tions said they have an overall encryption strategy, 

almost double the percentage reported five years 

ago.  The study also reported that 38 percent of or-

ganizations see encryption as a tool to improve 

brands, reputation and customer confidence, twice 

the number reported in 2006.  The study may be 

http://www.speedmatters.org
http://www.speedmatters.org
http://www.symantec.com/content/en/us/about/media/pdfs/Symc_Survey_SAMGDisasterRecovery_Globe_2010.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2010Nov_worldwide_drsurvey
http://www.symantec.com/content/en/us/about/media/pdfs/Symc_Survey_SAMGDisasterRecovery_Globe_2010.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2010Nov_worldwide_drsurvey
http://www.symantec.com/content/en/us/about/media/pdfs/Symc_Survey_SAMGDisasterRecovery_Globe_2010.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2010Nov_worldwide_drsurvey
http://www.symantec.com/content/en/us/about/media/pdfs/Symc_Survey_SAMGDisasterRecovery_Globe_2010.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2010Nov_worldwide_drsurvey
http://www.symantec.com/content/en/us/about/media/pdfs/Symc_Survey_SAMGDisasterRecovery_Globe_2010.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2010Nov_worldwide_drsurvey
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accessed at http://www.symantec.com/content/en/

u s / a b o u t / m e d i a / o d f s /

Symc_Ponemon_Trends_report_Nov2010.pdf?

om_ext_cid=biz_socmed_twitter_facebook_marketw

ire_linkedin_2010Nov_worldwide_encryptiontrends. 

 

ALABAMA BAR OKS CLOUD COMPUT-

ING FOR STORING CLIENT FILES 

 The Alabama State Bar issued Ethics Opinion 

2010-02, allowing the use of cloud computing to 

store client files provided lawyers take reasonable 

steps to protect the data.  The opinion also refers to 

Nevada State Bar Opinion no. 33 and Arizona State 

Bar Opinion 09-04 approving third-party storage of 

law office data.  The relevant portions of the opinion 

are: 

 “A lawyer may also choose to store on “back-

up” client files via a third-party provider or Internet-

based server, provided that the lawyer exercises 

reasonable care in doing so.  These third-party or 

Internet-based servers may include what is com-

monly referred to as cloud computing… 

 The obvious advantage to “cloud computing” 

is the lawyer‟s increased access to client data.  As 

long as there is an Internet connection available, 

the lawyer would have the capability of accessing 

client data whether he was out of the office, out of 

the state or even out of the country.  In addition, 

“cloud computing” may also allow clients greater 

access to their own files over the Internet.   

 However, there are also confidentiality is-

sues that arise with the use of “cloud computing.” 

Client confidences and secrets are no longer under 

the control of the lawyer or his law firm; rather, cli-

ent data is now in the hands of a third-party that is 

free to access the data and move it from location to 

location.  Additionally, there is always the possibility 

that a third party could illegally gain access to the 

server and confidential client data through the Inter-

net.  However, such confidentiality concerns have 

not deterred other states from approving the use of 

third-party vendors for the storage of client informa-

tion.” 

The full opinion may be accessed at http://

www.alabar.org/PDF/2010-02.pdf. 

 

OHIO HIGH COURT: JUDGES MAY 

„TWEET‟ AND „FRIEND‟ CAUTIOUSLY 

 The Ohio Supreme Court‟s disciplinary board 

issued an advisory opinion examining in detail the 

ethical implications of judges using social media 

sites.  The Board of Commissioners on Grievances & 

Discipline advises judges that use of social media is 

allowed but must be done cautiously, and the Board 

offers guidance to help judges avoid the appearance 

of bias or impropriety.  Opinion 2010-7 allows that a 

judge may be a “friend” on a social networking site 

with a lawyer who is a counsel on a case before the 

judge, but cautions that such participation must be 

done carefully in compliance with the Code of Judi-

cial Conduct.  The opinion concludes with these 

words:  “To ensure compliance with all of these 

rules, a judge should be aware of the contents of his 

or her social networking page, be familiar with the 

social networking site policies and privacy controls 

and be prudent in all interactions on a social net-

working site.”  A copy of the opinion may be ac-

cessed at http://www.supremecourt.ohio.gov/

Boards/BOC/Advisory_Opinions/2010/op_10 -

007.doc. 

 

THREAT REPORT:  ATTACKS ON SOCIAL 

NETWORK SITES DOUBLED 

 Spam, phishing and malware attacks on so-

cial networking sites doubled in 2010 from the year 

before, according to Sophos‟ Security Threat Report 

2011.  According to the report, a poll of social net-

working users found that 67 percent reported spam 

(up from 33.4 percent in 2009); 43 percent reported 

phishing messages (up from 21 percent in 2009); 

and 40 percent reported malware attacks (up from 

21.2 percent in 2009).  New survey scams and 

“clickjacking,” which is tricking users into clicking on 

disguised malicious links, were two threats that 

http://www.symantec.com/content/en/us/about/media/odfs/Symc_Ponemon_Trends_report_Nov2010.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2010Nov_worldwide_encryptiontrends
http://www.symantec.com/content/en/us/about/media/odfs/Symc_Ponemon_Trends_report_Nov2010.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2010Nov_worldwide_encryptiontrends
http://www.symantec.com/content/en/us/about/media/odfs/Symc_Ponemon_Trends_report_Nov2010.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2010Nov_worldwide_encryptiontrends
http://www.symantec.com/content/en/us/about/media/odfs/Symc_Ponemon_Trends_report_Nov2010.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2010Nov_worldwide_encryptiontrends
http://www.symantec.com/content/en/us/about/media/odfs/Symc_Ponemon_Trends_report_Nov2010.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2010Nov_worldwide_encryptiontrends
http://www.alabar.org/PDF/2010-02.pdf
http://www.alabar.org/PDF/2010-02.pdf
http://www.supremecourt.ohio.gov/Boards/BOC/Advisory_Opinions/2010/op_10-007.doc
http://www.supremecourt.ohio.gov/Boards/BOC/Advisory_Opinions/2010/op_10-007.doc
http://www.supremecourt.ohio.gov/Boards/BOC/Advisory_Opinions/2010/op_10-007.doc
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emerged during 2010.  In particular, the study notes 

that Facebook does not screen third-party apps, 

which allows rogue applications to roam freely 

throughout the site. The report may be accessed at 

http://www.sophos.com/security/topic/security -

threat-report-2011.html. 

 

CODE OF ETHICS FOR ONLINE USERS 

SEEKS SIGNATURES  

 The Web Analytics Association is spearhead-

ing an effort to have web analysts support a code of 

ethics to ensure that online consumers have a 

means to opt out of tracking and that privacy poli-

cies provide a thorough explanation of data collec-

tion and usage.  Those who sign the code agree to 

be “transparent, honest and forthright regarding the 

data collected” and to “work to ensure that consum-

ers have a means to opt out and to ensure that they 

are removed from tracking when requested.”  The 

code also attempts to address concerns about tools 

that can be used to track people even if they have 

blocked common tracking devices, such as 

“cookies.”  The association‟s goal is to have 3,000 

to 4,000 signatures by the end of 2011.  The code 

c a n  b e  a c c e s s e d  a t  h t t p : / /

w w w . w e b a n a l y t i c s a s s o c i a t i o n . o r g / ?

page=codeofethics. 

 

REPORT:  STOLEN DATA SOLD ON WEB 

BLACK MARKET 

 PandaLabs issued a report about the online 

black market, which they say is a place where cyber-

criminals buy and sell stolen information using a 

large network of online stores, forums and social 

network accounts.  The company reports that the 

network operates like most businesses with a list of 

products for sale.  As an example, PandaLabs found 

that a criminal can purchase basic bank and credit 

information for about $2 apiece, although the bal-

ance in the account is not verified.  However, crimi-

nals can get a credit card or bank account with a 

confirmed small balance for $80, while a guaran-

teed balance of $82,000 would cost them $700.  

Additionally, PandaLabs found cloned credit cards 

selling for $190, card cloning machines costing 

from $200 to $1,000 and fake ATM machines 

priced from $3,500 to $35,000.  Payment is usually 

made up front through services such as Western 

Union, Liberty Reserve and WebMoney.  PandaLabs 

recommends in the report that consumers should 

always check their invoices and credit card state-

ments carefully, file or destroy ATM receipts, ask a 

neighbor to collect mail during absences from home, 

never use a debit card for online purchases and run 

up-to-date security software.  The report can be ac-

cessed at http://press.pandasecurity.com/wp-

content/uploads/2011/01/The-Cyber-Crime-Black-

Market.pdf. 

      

 

      LEGISLATIVE NEWS 

 
 Many bills were introduced in both state leg-

islatures and the U.S. Congress in the beginning of 

2011.  They are summarized below.   

 

Internet Usage, Taxes and Access 

 CALIFORNIA.  On January 18, AB 155 was 

introduced, a bill that would require online retailers 

to collect taxes on sales to California residents.  The 

bill states that a nexus exists if those retailers use 

affiliates in the state to sell their products or if they 

are part of a group of companies that has a physical 

presence in the state.  The bill was referred to the 

Committee on Revenue and Taxation.      

 

 On January 5, Representative Marsha Black-

burn (R-TN) introduced HR 96, a bill which would 

prohibit the Federal Communications Commission 

(FCC) from proposing or issuing any regulations re-

garding the Internet or IP-enabled services.  The bill 

was referred to the Subcommittee on Communica-

tions and Technology. 

 On January 5, Representative Cliff Stearns (R

http://www.sophos.com/security/topic/security-threat-report-2011.html
http://www.sophos.com/security/topic/security-threat-report-2011.html
http://www.webanalyticsassociation.org/?page=codeofethics
http://www.webanalyticsassociation.org/?page=codeofethics
http://www.webanalyticsassociation.org/?page=codeofethics
http://press.pandasecurity.com/wp-content/uploads/2011/01/The-Cyber-Crime-Black-Market.pdf
http://press.pandasecurity.com/wp-content/uploads/2011/01/The-Cyber-Crime-Black-Market.pdf
http://press.pandasecurity.com/wp-content/uploads/2011/01/The-Cyber-Crime-Black-Market.pdf
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-FL) introduced HR 166, a bill which would prohibit 

the FCC from regulating the rates, terms, conditions 

or usage of an information service or Internet ac-

cess service.  The bill was referred to the same sub-

committee as above.     

 

 On January 25, Senator Maria Cantwell (D-

WA)  introduced S. 74, a bill that would prohibit a 

broadband Internet access service provider from  

unreasonably 1) interfering with a user‟s ability to 

offer content, applications or services; 2) interfering 

with competition among network providers; 3) dis-

criminating against service providers; and 4) charg-

ing for access based on different levels of service.  

The bill was referred to the Committee on Com-

merce, Science and Transportation.       

 

 On January 25, Senator John Ensign (R-NV) 

introduced S. 135, a bill that would make perma-

nent the ban on state and local taxation of Internet 

access and multiple or discriminatory taxes on elec-

tronic commerce.  The bill was referred to the Com-

mittee on Finance.  

 

Cyberbullying 

 MARYLAND.  On January 17, SB 489 was in-

troduced, a bill which would require all schools that 

receive state funds to have written anti-bullying, in-

cluding cyberbullying, policies.  The bill was referred 

to the Committee on Ways and Means.  

 

 Border Searches of Electronic Devices 

 On January 7, Representative Loretta San-

chez (D-CA) introduced HR 216, a bill that would re-

quire the Department of Homeland Security to issue 

requirements and provide law enforcement training 

regarding the scope and procedures for border 

searches of electronic devices.  The bill was referred 

to the Subcommittee on Borders, Maritime and 

Global Counterterrorism. 

 

Violent Video Games  

 On January 24, Representative Joe Baca (D-

CA) introduced HR 400, a bill that would require the 

Consumer Product Safety Commission to mandate 

that warning labels be placed on the packaging of 

any video game rated T (teen) or higher by the Elec-

tronic Software Ratings Board.  The bill was referred 

to the Subcommittee on Commerce, Manufacturing 

and Trade. 

 

Electronic Surveillance          

 On January 5, Representative Mike Rogers (R

-MI) introduced HR 67, a bill which would extend 

through February 29, 2012 a provision in the Patriot 

Act granting roving electronic surveillance authority.  

The bill was referred to the Subcommittee on Crime, 

Terrorism and Homeland Security. 

 

Broadband Enhancement 

 On February 2, Senator Mary Landrieu (D-LA) 

introduced S. 257, a bill that would require the 

Small Business Administration to coordinate pro-

grams relating to broadband and provide training on 

broadband to its employees so they can assist small 

businesses in its use.  The bill was referred to the 

Committee on Small Business and Entrepreneur-

ship.    

 

     

 NEW PUBLICATIONS 
 

Intellectual Property Crime 

The December 2010 issue of “Justice Today” 

discusses intellectual property (IP) crime and fea-

tures the Department of Justice‟s Task Force on In-

tellectual Property.  It also provides information 

about IP enforcement training opportunities.  The 

issue can be accessed at http://bja.ncjrs.gov/

justicetoday/pdf/bjanewsletter_122210.pdf. 

 

 

“Justice Resource Update”    

http://bja.ncjrs.gov/justicetoday/pdf/bjanewsletter_122210.pdf
http://bja.ncjrs.gov/justicetoday/pdf/bjanewsletter_122210.pdf
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The latest issue of this update discusses the re-

cent partnership between the National Center for 

Missing and Exploited Children and Facebook to ex-

pand the distribution of AMBER Alert postings.  It 

also includes findings on identity theft victims.  The 

issue may be accessed at http://www.ncjrs.gov/

OJPNewsletter/january2011/ncjrs.htm. 

 

  

 

 

  
 

 
 

 

http://www.ncjrs.gov/OJPNewsletter/january2011/ncjrs.htm
http://www.ncjrs.gov/OJPNewsletter/january2011/ncjrs.htm
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